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Location-Based Systems

A location-based system is a system that uses geographical information

in order to provide a service.

» Retrieval of Points of Interest (POls).
» Mapping Applications.
» Deals and discounts applications.

» Location-Aware Social Networks.

¥ 6:51

Q, Search Maps S =
), : - A

< =<
-
_~ 2(Ea%e00
L BART- 54,
o -
- )
cers o
j o

_ —_ -
The Port'of
San/Francisco




Location-Based Systems

» Location information is sensitive. (it can be linked to
home, work, religion, political views, etc).

» [deally: we want to hide our true location.

» Reality: we need to disclose some information.




Example

» Find restaurants within 300 meters.

» Hide location, not
identity.

» Provide approximate
location.
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Obfuscation

Shokri et al., CCS 2012:
» Mechanism with optimal privacy for a fixed quality of service.

» Privacy measure: expected error of the adversary under a given
user profile.

» Quality measure: expected distance between the reported location
and the real one.

» Mechanism obtained by solving an optimization problem:

* Maximize privacy.

e Constraint on the quality lg



Obfuscation

Shokri et al., CCS 2012:
» Mechanism with optimal privacy for a fixed quality of service.

» Privacy measure: expected error of the adversary under a given
user profile.

» Quality measure: expected ;J‘““-/\*‘*M—AM—‘L‘—““M—'M«Qon

and the real one. depends on a prior distribution

» Mechanism obtained by soIF over the locations
\_ J

* Maximize privacy.

e Constraint on the quality lg



The Goals

1. We want an obfuscation mechanism.

2. Formal privacy definition, independent from prior information.

3. Optimal utility for a given user, hard constraint on the privacy.




Differential Privacy

Name Age
Eddard 35
Jon 15
Arya 9
Jaime 32
Joffrey 12
Tyrion 24
Daenerys 14

An attacker should not be able to learn personal information from
statistical queries.

How many users are

16 or older ¢

Is Jon 16 or older ¢




Differential Privacy

An attacker should not be able to learn personal information from
statistical queries.

Name How many users are
Eddard 16 or older ?
Jon
Jaime
Jofirey Is Jon 16 or older ?
Tyrion
Y No
Daenerys




Differential Privacy

An attacker should not be able to learn personal information from
statistical queries.

Name How many users are
Eddard 16 or older ¢
Jon
Arya | @D 3 @ 3+X
Jaime )
Jottrey Add random noise
Tyrion
Daenerys




Differential Privacy

K provides e-differential privacy if:

Da(K(x), K(x")) < €

» x~X" if they differ in just one entry.
» Same answers with similar probabilities.
» Is independent from the attacker’s knowledge.

» We usually add noise from a Laplace distribution.
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Differential Privacy

K provides e-differential privacy if:

D2(K(x), K(x’)) < edn(x,x’)

V X, X

» x~X" if they differ in just one entry.
» Same answers with similar probabilities.
» Is independent from the attacker’s knowledge.

» We usually add noise from a Laplace distribution.
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Differential Privacy

K provides e-differential privacy if:
22(K(x), K(x")) < edn(x,x’) vV X, X’

A
/) N
distinguishabillity level
between x and x’

» x~X" if they differ in just one entry.

| p=-5b=4

» Same answers with similar probabilities.
» Is independent from the attacker’s knowledge.

» We usually add noise from a Laplace distribution.




Towards a Definition

» Secrets are locations.

» Attacker’s goal: distinguish
location x from x'.

» The closer two locations are,
the more indistinguishable
they should be.
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Towards a Definition

» Secrets are locations.

» Attacker’s goal: distinguish
location x from x'.

» The closer two locations are,
the more indistinguishable

they should be.
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Towards a Definition

» Secrets are locations.

» Attacker’s goal: distinguish
location x from x'.

» The closer two locations are,
the more indistinguishable
they should be.
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Towards a Definition

» Secrets are possible locations
from a set X.

» Attacker’s goal: distinguish
location x from x’.

» The closer two locations are,
the more indistinguishable
they should be.
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Towards a Definition
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Towards a Definition

» Secrets are possible locations
from a set X.

» Attacker’s goal: distinguish
location x from x’.

» The closer two locations are,
the more indistinguishable
they should be.
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Towards a Definition
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dx-privacy

» We can consider the set X of possible locations as the set of secrets,
with corresponding metric dx (e.g. the Euclidian distance).

A location obfuscation mechanism K provides edx-privacy if:

2(K(x), K(x")) < edx(x,x’) vV X, X’

» Instance of a generalized version of differential privacy.

» Proposed before (e.g. [ Pierce et al., ICFP 2010 ]).

» Deeply studied by us [ Chatzikokolakis et al




dx-privacy

Broadening the scope of differential privacy using metrics. PETS 2013.

Develop the general theory of dx-privacy.
» Characterization results.

» Optimality results.

What can we achieve with metrics?
» Strengthen differential privacy.

» Protect the accuracy, and not the complete value.

» Different contexts, not only databas



The Planar Laplacian Mechanism

» Add noise from a 2-dimensional Laplace distribution.

» Not the same as applying one-dimensional Laplace noise to each
coordinate.

» Independent from the size of X.
» Easy to compute.

» Independent from the user.




The dx-optimal Mechanism

»  : user profile, probability distribution over X.

» dx : privacy metric on X.

» SQL(K, 7) : expected error of the mechanism K w.r.t. @

SQL(K, ) = 2y ,ex T(X) kyz dx(X,2)

Objective: a dx-optimal mechanism K, meaning

» K is edx-private.

» SQL(K, =) is as small as possible.



The dx-optimal Mechanism

We get K by solving a linear optimization problem:

Choose: Ky V X,Z

To minimize: SQL(K, «)

Subject to:

kxz S eEdX(X,X ) kx’z \v/ X,X/,Z (dx-pl‘ivaCY)

kxz > 0 V X,Z

2zeX kxz =1 YV X




The dx-optimal Mechanism

We get K by solving a linear optimization problem:

Choose: Kxz V X,Z
To minimi SQL(K, ) s A
0 minimize: T .
X X|® constraints!
Subject to: [ Y
| \

kg < €5, v x,x’,z (dx-privacy)

kxz > 0 V X,Z

2zeX kxz =1 V X




Spanners

Idea: approximate distances by using spanners.

A weighed graph G = (X, E, w) is a spanner of X if

w(X,X") = dx(x,x’) vV (x,x’) € E

dc(x,x’) is the weight of a minimum path between x and x" in G.

The dilation of a spanner G is:

O = MaXyx da(X,X) / dx(x,x’)

0-is the worst ratio between a distancegifi® G and the corresponding

o3| one.




Spanners




Spanners

dc is an approximation of dy.

Fact: If we take d¢ as the metric of X, we only need to specity the
constraints corresponding to edges of G in the linear program.

Proposition: If K is (€/d)dg-private, then it is €dx-private.

We can use dc to reduce the number of constraints in the optimization
problem.




The dg-optimal Mechanism

Let G = (X, E, w) be a spanner with dilation ©

Choose:

To minimize:

Subject to:

I<XZ
SQL(K, m)

kxz < e(E/S)d(;(x,x’) kX’Z

l<XZZ()

z:zeX I<xz =1

V X,Z

V(ixx)eEk,zeX

V X,Z

V X



The dg-optimal Mechanism

Let G = (X, E, w) be a spanner with dilation ©

Choose:

To minimize:

Subject to:

I(XZ
SQL(K, m)

kxz < e(E/S)d(;(x,x’) kX’Z

l<XZ2()

z:zeX kxz =1

V X,Z

-

N\

~

IE|-|X| constraints

J

\Y%

V(ixx)eE, zeX

V X,Z

V X



The dg-optimal Mechanism

» A dc-optimal mechanism is not necessarily dx-optimal.

» Smaller © implies smaller SQL, but higher amount of constraints.

» If |[E| = O(|X]), then the amount of constraints is O(|X]?).




Fvaluation

» Traces from the GeolLife GPS Trajectories dataset.

» Division of the map into a grid, Considering the 50 most popular

regions.

» X = centres of these regions.

» dx = Euclidean distance
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Fvaluation

» The user profile m is constructed using the traces of one user.
» Three mechanisms considered:
1. The dg-optimal mechanism with © = 1.1 under © (DPOpt).
2. The mechanism by Shokri et al., also under n (EEOpt).
3. A discretized version of the Planar Laplacian mechanism (PL).

» All mechanism were configured to the same SQL.




Fvaluation

Privacy measure: expected error of the adversary.

ADVERROR(K) = 2 v yex T(X) kxz Doy dx(X,X))




Fvaluation

Privacy measure: expected error of the adversary.

ADVERROR(K) = 24y zex (X) kxz Rt dx(X,X")

A

[ adversary’s remapping ]




Fvaluation

Privacy measure: expected error of the adversary.

ADVERROR(K) = 2 v zex 1(X) ko Rt dx(x,X")
A

Evaluation under different priors. [ adversary’'s remapping ]

» All day (the one used to construct the mechanisms).
» Morning (7:00 to 12:00).
» Afternoon (12:00 to 19:00).

» Night (19:00 to 7:00).



Fvaluation
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Fvaluation
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Fvaluation
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Summary

dx-privacy:
» A natural extension of differential privacy.

» Metrics allow to capture new privacy notions.

» Extend to different contexts, like location privacy.
dx-optimal mechanism:
» Satisfies edx-privacy (independent from the prior and the user).

» Optimal utility for a given user.

» An approximate mechanism can be obtaiiae

Performs well with respeé




Thanks for your attention!

Questions?
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