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Motivation

✦ Aim to synthesise new ways of looking at practical, 
operationally-motivated techniques based on a 
complementary approach from programming-language 
semantics and refinement theory.!
!
✦ The result is generalisations (from gain functions to 
Abstract Entropies), and connections to standard 
mathematics (Giry monads and Kantorovich metrics).!
!
✦ New results (we think!) based on studying the 
relationship between the Kantorovich distance and 
“Abstract Entropy Leakage” of channels.



Old Stuff…



We first recall some details about channels
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The rest of the paper is structured as follows: Section 2 presents preliminaries; Sec-
tion 3 introduces abstract channels; Section 4 presents composition refinement and
proves that it is a partial order on abstract channels; Section 5 proves that composi-
tion refinement implies the strong g-leakage ordering; Section 6 proves the converse,
resolving the Coriaceous Conjecture; Section 7 gives a monadic presentation of com-
position refinement; Section 8 discusses limits of the information-theoretic perspective
with respect to computationally-bounded adversaries; Section 9 discusses related work;
and Section 10 concludes.

2 Preliminaries: Channels and Leakage Measures

We begin by recalling the basic definitions of information-theoretic channels [?].
A channel is a triple (X,Y,C), where X and Y are finite sets (of secret input values

and observable output values) and C is an |X|⇥|Y| channel matrix whose entries are
between 0 and 1 and whose rows each sum to 1.

the intent is that Cx,y is the conditional probability of output y given input x. Channel
C is deterministic if each entry of C is either 0 or 1, implying that each input row
contains a single 1 which identifies its unique corresponding output.

For prior distribution ⇡ on X, the joint distribution on X⇥Y is p(x, y) = ⇡[x]Cx,y,
with jointly distributed random variables X,Y whose marginal probabilities are given by
p(x) =

P
y p(x, y) and p(y) =

P
x p(x, y), and whose conditional probabilities are given

by p(y|x) = p(x,y)/p(x) (if p(x) is non-zero) and p(x|y) = p(x,y)/p(y) (if p(y) is non-zero).
Note that pXY is the unique joint distribution that recovers ⇡ and C, in that p(x) = ⇡[x]
and p(y|x) = Cx,y (if p(x) is non-zero).9

For a given y (such that p(y) is non-zero), the conditional probabilities p(x|y) for
each x2X form the posterior distribution pX|y, which is the knowledge that the adversary
learns about X by seeing output y.

Example 1. Given X = {x1, x2, x3}, and Y = {y1, y2, y3, y4}, and (the uniform) prior
⇡ = (1/3, 1/3, 1/3), consider channel C and its associated joint matrix J as follows:

C y1 y2 y3 y4
x1 1 0 0 0
x2 0 1/2 1/4 1/4
x3 1/2 1/3 1/6 0

leads via ⇡ to the joint matrix

J y1 y2 y3 y4
x1 1/3 0 0 0
x2 0 1/6 1/12 1/12

x3 1/6 1/9 1/18 0

.

By summing J’s columns we get the (marginal) distribution pY = (1/2, 5/18, 5/36, 1/12)
and by normalizing the columns we get the posterior distributions pX|y1 = (2/3, 0, 1/3),
pX|y2 = (0, 3/5, 2/5), pX|y3 = (0, 3/5, 2/5) and pX|y4 = (0, 1, 0). 2

Leakage measures are defined based on various entropy-like measures of the prior
distribution ⇡ and the posterior distributions pX|y, together with their probabilities p(y).

referring to the conclusion for more detail, making it easy for someone to summarise our good
points.

9 When necessary to avoid ambiguity, we write distributions with subscripts, e.g. pXY or pY .

4

The rest of the paper is structured as follows: Section 2 presents preliminaries; Sec-
tion 3 introduces abstract channels; Section 4 presents composition refinement and
proves that it is a partial order on abstract channels; Section 5 proves that composi-
tion refinement implies the strong g-leakage ordering; Section 6 proves the converse,
resolving the Coriaceous Conjecture; Section 7 gives a monadic presentation of com-
position refinement; Section 8 discusses limits of the information-theoretic perspective
with respect to computationally-bounded adversaries; Section 9 discusses related work;
and Section 10 concludes.

2 Preliminaries: Channels and Leakage Measures

We begin by recalling the basic definitions of information-theoretic channels [?].
A channel is a triple (X,Y,C), where X and Y are finite sets (of secret input values

and observable output values) and C is an |X|⇥|Y| channel matrix whose entries are
between 0 and 1 and whose rows each sum to 1.

the intent is that Cx,y is the conditional probability of output y given input x. Channel
C is deterministic if each entry of C is either 0 or 1, implying that each input row
contains a single 1 which identifies its unique corresponding output.

For prior distribution ⇡ on X, the joint distribution on X⇥Y is p(x, y) = ⇡[x]Cx,y,
with jointly distributed random variables X,Y whose marginal probabilities are given by
p(x) =

P
y p(x, y) and p(y) =

P
x p(x, y), and whose conditional probabilities are given

by p(y|x) = p(x,y)/p(x) (if p(x) is non-zero) and p(x|y) = p(x,y)/p(y) (if p(y) is non-zero).
Note that pXY is the unique joint distribution that recovers ⇡ and C, in that p(x) = ⇡[x]
and p(y|x) = Cx,y (if p(x) is non-zero).9

For a given y (such that p(y) is non-zero), the conditional probabilities p(x|y) for
each x2X form the posterior distribution pX|y, which is the knowledge that the adversary
learns about X by seeing output y.

Example 1. Given X = {x1, x2, x3}, and Y = {y1, y2, y3, y4}, and (the uniform) prior
⇡ = (1/3, 1/3, 1/3), consider channel C and its associated joint matrix J as follows:

C y1 y2 y3 y4
x1 1 0 0 0
x2 0 1/2 1/4 1/4
x3 1/2 1/3 1/6 0

leads via ⇡ to the joint matrix

J y1 y2 y3 y4
x1 1/3 0 0 0
x2 0 1/6 1/12 1/12

x3 1/6 1/9 1/18 0

.

By summing J’s columns we get the (marginal) distribution pY = (1/2, 5/18, 5/36, 1/12)
and by normalizing the columns we get the posterior distributions pX|y1 = (2/3, 0, 1/3),
pX|y2 = (0, 3/5, 2/5), pX|y3 = (0, 3/5, 2/5) and pX|y4 = (0, 1, 0). 2

Leakage measures are defined based on various entropy-like measures of the prior
distribution ⇡ and the posterior distributions pX|y, together with their probabilities p(y).

referring to the conclusion for more detail, making it easy for someone to summarise our good
points.

9 When necessary to avoid ambiguity, we write distributions with subscripts, e.g. pXY or pY .

4

The rest of the paper is structured as follows: Section 2 presents preliminaries; Sec-
tion 3 introduces abstract channels; Section 4 presents composition refinement and
proves that it is a partial order on abstract channels; Section 5 proves that composi-
tion refinement implies the strong g-leakage ordering; Section 6 proves the converse,
resolving the Coriaceous Conjecture; Section 7 gives a monadic presentation of com-
position refinement; Section 8 discusses limits of the information-theoretic perspective
with respect to computationally-bounded adversaries; Section 9 discusses related work;
and Section 10 concludes.

2 Preliminaries: Channels and Leakage Measures

We begin by recalling the basic definitions of information-theoretic channels [?].
A channel is a triple (X,Y,C), where X and Y are finite sets (of secret input values

and observable output values) and C is an |X|⇥|Y| channel matrix whose entries are
between 0 and 1 and whose rows each sum to 1.

the intent is that Cx,y is the conditional probability of output y given input x. Channel
C is deterministic if each entry of C is either 0 or 1, implying that each input row
contains a single 1 which identifies its unique corresponding output.

For prior distribution ⇡ on X, the joint distribution on X⇥Y is p(x, y) = ⇡[x]Cx,y,
with jointly distributed random variables X,Y whose marginal probabilities are given by
p(x) =

P
y p(x, y) and p(y) =

P
x p(x, y), and whose conditional probabilities are given

by p(y|x) = p(x,y)/p(x) (if p(x) is non-zero) and p(x|y) = p(x,y)/p(y) (if p(y) is non-zero).
Note that pXY is the unique joint distribution that recovers ⇡ and C, in that p(x) = ⇡[x]
and p(y|x) = Cx,y (if p(x) is non-zero).9

For a given y (such that p(y) is non-zero), the conditional probabilities p(x|y) for
each x2X form the posterior distribution pX|y, which is the knowledge that the adversary
learns about X by seeing output y.

Example 1. Given X = {x1, x2, x3}, and Y = {y1, y2, y3, y4}, and (the uniform) prior
⇡ = (1/3, 1/3, 1/3), consider channel C and its associated joint matrix J as follows:

C y1 y2 y3 y4
x1 1 0 0 0
x2 0 1/2 1/4 1/4
x3 1/2 1/3 1/6 0

leads via ⇡ to the joint matrix

J y1 y2 y3 y4
x1 1/3 0 0 0
x2 0 1/6 1/12 1/12

x3 1/6 1/9 1/18 0

.

By summing J’s columns we get the (marginal) distribution pY = (1/2, 5/18, 5/36, 1/12)
and by normalizing the columns we get the posterior distributions pX|y1 = (2/3, 0, 1/3),
pX|y2 = (0, 3/5, 2/5), pX|y3 = (0, 3/5, 2/5) and pX|y4 = (0, 1, 0). 2

Leakage measures are defined based on various entropy-like measures of the prior
distribution ⇡ and the posterior distributions pX|y, together with their probabilities p(y).

referring to the conclusion for more detail, making it easy for someone to summarise our good
points.

9 When necessary to avoid ambiguity, we write distributions with subscripts, e.g. pXY or pY .

(From Post-14 submission with Geoffrey Smith.)



Channels

4

The rest of the paper is structured as follows: Section 2 presents preliminaries; Sec-
tion 3 introduces abstract channels; Section 4 presents composition refinement and
proves that it is a partial order on abstract channels; Section 5 proves that composi-
tion refinement implies the strong g-leakage ordering; Section 6 proves the converse,
resolving the Coriaceous Conjecture; Section 7 gives a monadic presentation of com-
position refinement; Section 8 discusses limits of the information-theoretic perspective
with respect to computationally-bounded adversaries; Section 9 discusses related work;
and Section 10 concludes.

2 Preliminaries: Channels and Leakage Measures

We begin by recalling the basic definitions of information-theoretic channels [?].
A channel is a triple (X,Y,C), where X and Y are finite sets (of secret input values

and observable output values) and C is an |X|⇥|Y| channel matrix whose entries are
between 0 and 1 and whose rows each sum to 1.

the intent is that Cx,y is the conditional probability of output y given input x. Channel
C is deterministic if each entry of C is either 0 or 1, implying that each input row
contains a single 1 which identifies its unique corresponding output.

For prior distribution ⇡ on X, the joint distribution on X⇥Y is p(x, y) = ⇡[x]Cx,y,
with jointly distributed random variables X,Y whose marginal probabilities are given by
p(x) =

P
y p(x, y) and p(y) =

P
x p(x, y), and whose conditional probabilities are given

by p(y|x) = p(x,y)/p(x) (if p(x) is non-zero) and p(x|y) = p(x,y)/p(y) (if p(y) is non-zero).
Note that pXY is the unique joint distribution that recovers ⇡ and C, in that p(x) = ⇡[x]
and p(y|x) = Cx,y (if p(x) is non-zero).9

For a given y (such that p(y) is non-zero), the conditional probabilities p(x|y) for
each x2X form the posterior distribution pX|y, which is the knowledge that the adversary
learns about X by seeing output y.

Example 1. Given X = {x1, x2, x3}, and Y = {y1, y2, y3, y4}, and (the uniform) prior
⇡ = (1/3, 1/3, 1/3), consider channel C and its associated joint matrix J as follows:

C y1 y2 y3 y4
x1 1 0 0 0
x2 0 1/2 1/4 1/4
x3 1/2 1/3 1/6 0

leads via ⇡ to the joint matrix

J y1 y2 y3 y4
x1 1/3 0 0 0
x2 0 1/6 1/12 1/12

x3 1/6 1/9 1/18 0

.

By summing J’s columns we get the (marginal) distribution pY = (1/2, 5/18, 5/36, 1/12)
and by normalizing the columns we get the posterior distributions pX|y1 = (2/3, 0, 1/3),
pX|y2 = (0, 3/5, 2/5), pX|y3 = (0, 3/5, 2/5) and pX|y4 = (0, 1, 0). 2

Leakage measures are defined based on various entropy-like measures of the prior
distribution ⇡ and the posterior distributions pX|y, together with their probabilities p(y).

referring to the conclusion for more detail, making it easy for someone to summarise our good
points.

9 When necessary to avoid ambiguity, we write distributions with subscripts, e.g. pXY or pY .

Note for later: these are the same.



Leakage Measures

None of the leakage measures depend on the value!
of the observables.
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Leakage measures are defined based on various entropy-like measures of the prior
distribution ⇡ and the posterior distributions pX|y, together with their probabilities p(y).

Shannon leakage : H(⇡) � H(⇡,C)
This is based on the Shannon entropy of the prior distribution, H(⇡) = �

P
x ⇡[x] log ⇡[x],

and the expected Shannon entropy of the posterior distributions, H(⇡,C) =
P

y p(y)H(pX|y).
Guessing entropy leakage: G(⇡) �G(⇡,C)
This is based on the guessing entropy of the prior distribution, G(⇡) =

P
i i ⇡[xi],

with X indexed in non-increasing probability order, and on the expected guessing en-
tropy of the posterior distributions G(⇡,C) =

P
y p(y)G(pX|y).

One-try leakage: |V(⇡) � V(⇡,C)|
This is based on min-entropy, where the chance that the secret is guessed in one try

is measured. V(⇡) = maxx ⇡[x], and V(⇡,C) =
P

y p(y)V(pX|y).

Gain-functions
The operational significance of both Shannon entropy and guessing entropy can

be stated in terms of the expected number of brute-force guesses that the adversary
would need to find the secret.10 But this is not really satisfactory for confidentiality,
because the expected number of brute-force guesses needed to find the secret can be
high even if the adversary has a high probability of guessing the secret successfully in
just one try. For this reason we consider min-entropy leakage [?], which is based on
the prior vulnerability of the secret to be guessed in one try V(⇡) = maxx ⇡[x], and
on the expected vulnerability of the posterior distributions V(⇡,C) =

P
y p(y)V(pX|y).

The prior- and posterior min-entropies are obtained by taking the negative logarithm of
the vulnerability: H

1

(⇡) = � log V(⇡) and H
1

(⇡,C) = � log V(⇡,C). The min-entropy
leakage L(⇡,C) is the di↵erence H

1

(⇡) � H
1

(⇡,C) or, equivalently, the logarithm of
the ratio of the posterior- and prior vulnerabilities, that is log V(⇡,C)/V(⇡).

While vulnerability is clearly important for confidentiality, it implicitly assumes an
operational scenario in which the adversary gains only by guessing the secret exactly,
and in one try. For this reason, g-leakage [?] generalizes vulnerability to incorporate
a gain function g, the choice of which allows the modelling of di↵ering operational
scenarios. In each scenario, there will be some set W of guesses that the adversary
could make about the secret, and for any guess w and secret value x, there will be some
gain g(w, x) that the adversary gets by having chosen w when the secret’s actual value
was x; gains are assumed to range from 0 (when w has no value at all) to 1 (when
w is ideal). Formally, g:W⇥X! [0, 1], whereW is a finite, non-empty set. Given a
gain function g, the g-vulnerability is defined as the maximum expected gain over all
possible guesses: that is Vg(⇡) = maxw

P
x ⇡[x]g(w, x). The posterior g-vulnerability,

the g-entropy and the g-leakage are then defined as for min-entropy leakage: we have
Vg(⇡,C) =

P
y p(y)Vg(pX|y), and Hg(⇡) = � log Vg(⇡), and Hg(⇡,C) = � log V(⇡,C) and

Lg(⇡,C) = Hg(⇡) � Hg(⇡,C) = log Vg(⇡,C)/Vg(⇡).

10 For Shannon entropy, this follows from a result by Massey [?].
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Abstract Channels and Hyper-distributions
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J y1 y2 y3 y4
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referring to the conclusion for more detail, making it easy for someone to summarise our good
points.

9 When necessary to avoid ambiguity, we write distributions with subscripts, e.g. pXY or pY .

Joint distribution y_2, y_3!
normalise to the same 
posterior distribution, but 
different marginals (10/36 
& 5/36). Just add to form a 
single column.!

The resulting “hyper-
distribution” with middle 
columns merged and observable 
names replaced with their 
marginal probabilities. This is all 
we need to study leakage.
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variety of practical operational scenarios, including those where the adversary benefits
from guessing a value close to the secret, guessing a part of the secret, guessing a
property of the secret or guessing the secret within some bounded number of tries.
They can also model scenarios where there is a penalty for incorrect guesses.

3 Abstract Channels Capture the Essence of Leakage

For a fixed channel and prior, it can easily happen that distinct output values y, y0 in
Y give rise to the same posterior distribution on X. Furthermore, the output values y
make no di↵erence either: all that matters for any output y is its associated posterior
distribution pX|y.

The result of a channel, as far as leakage is concerned, should simply be a distribu-
tion on posterior distributions; following we call this a hyper-distribution.

Example 2. Returning to channel C from Ex. 1, we notice that its outputs y2,3 produce
the same posterior distribution, i.e. that pX|y2 = pX|y3 . Hence the hyper-distribution pro-
duced by C on ⇡ has only three columns rather than four:11

C 1/2 15/36 1/12

x1 2/3 0 0
x2 0 3/5 1
x3 1/3 2/5 0

In this representation the columns are normalised, and are labelled
by their associated marginal probabilities: theY-values have been
removed. Note that the probability 15/36 of the middle posterior
distribution is found by adding p(y2) + p(y3), that is 5/18 + 5/36.

2

We capture these two abstractions in the following definition:

Definition 2 (Abstract channel). The leakage semantics of a channel matrix is the
mapping that it gives from priors to hyper-distributions.

We call such a mapping an abstract channel.

The following theorem reassures us that we have not abstracted too much.

Theorem 2. The usual leakage measures are well defined on abstract channels.

Proof. As we saw in §2, under min-entropy leakage vulnerability is V(⇡) = maxx ⇡[x],
and posterior vulnerability is V(⇡,C) =

P
y p(y)V(pX|y). Hence the column labels y

make no di↵erence. Moreover, if pX|y = pX|y0 then the posterior vulnerability is unaf-
fected by merging outputs y and y0, since then

p(y)V(pX|y) + p(y0)V(pX|y0 ) = p(y _ y0)V(pX|y).

Other leakage measures, such as Shannon-based mutual information, behave similarly.
ut

11 The block representation of a hyper-distribution has probabilities in its top row, rather than
Y-values.
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What do entropies have in common?
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DX— The set of distributions over finite state space X

D2
X— The set of hyperdistributions over DX

[⇡,C] — The hyperdistribution output by C w.r.t. prior ⇡ 2 DX

Vg(�) — The expected value of g 2 EX w.r.t. � 2 D2
X.

An abstract channel has type DX! D2
X

Vbr[⇡,C], where br(⇡):= ⇡(x1) min ⇡(x2)

· D(·) — The type constructor which, given a metric space, makes the set of distri-
butions determined by the sigma algebra defined by the metric.

· ⌘ : T ! DT — The function which makes point distributions from inputs

· µ : D2
T ! DT — A function that “averages”, by summing the weights of similar

items of type DT .

From this we have the usual Kleisli commuting properties.

Define f †:= µ � D( f ) , where f : T ! DT .

f † � ⌘ = f , ⌘† = identity , ( f † � g)† = g† � f † .

�1  �2 := Vg(�1)  Vg(�2) 8 g 2 EX

C1  C2 := Vg[⇡,C1]  Vg[⇡,C2] 8 g 2 EX , ⇡ 2 DX

�  �0 := E(m,�)  E(m,�0) 8 m 2 CDX

E(m,C(⇡)) = Vm(C, ⇡)

DX! D2
X

C†



Two-state space

E(x) for 
some!

entropy
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|⇡1 � ⇡2|M := 1/2 ⇥
X

x2X

|⇡1(x) � ⇡2(x)|

|�1 � �2|K := max
h2LX
|Vh(�1) � Vh(�2)|

|�1 � �2|E1 := max
g2E1

X

|Vg(�1) � Vg(�2)|

[⇡,C]L := |[⇡] � [⇡,C]|E1

C1  C2 ) [⇡,C1]L � [⇡,C2]L

[⇡,C]L = |[⇡] � [⇡,C]|K

x1
x2
7!

 
x

1�x

!

C1  C2 := C1 = C2M , for some matrix M

x � x2

In particular, a gain function g that gives gain 1 for guessing the secret correctly
and 0 otherwise makes g-leakage coincide with min-entropy leakage: it is thus a special
case. But gain functions can do much more. As explained in [?], they can model a wide
variety of practical operational scenarios, including those where the adversary benefits
from guessing a value close to the secret, guessing a part of the secret, guessing a
property of the secret or guessing the secret within some bounded number of tries.
They can also model scenarios where there is a penalty for incorrect guesses.

3 Abstract Channels Capture the Essence of Leakage

For a fixed channel and prior, it can easily happen that distinct output values y, y0 in
Y give rise to the same posterior distribution on X. Furthermore, the output values y
make no di↵erence either: all that matters for any output y is its associated posterior
distribution pX|y.

The result of a channel, as far as leakage is concerned, should simply be a distribu-
tion on posterior distributions; following we call this a hyper-distribution.

Example 2. Returning to channel C from Ex. 1, we notice that its outputs y2,3 produce
the same posterior distribution, i.e. that pX|y2 = pX|y3 . Hence the hyper-distribution pro-
duced by C on ⇡ has only three columns rather than four:11

11 The block representation of a hyper-distribution has probabilities in its top row, rather than
Y-values.
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DX— The set of distributions over finite state space X

D2
X— The set of hyperdistributions over DX

[⇡,C] — The hyperdistribution output by C w.r.t. prior ⇡ 2 DX

Vg(�) — The expected value of g 2 EX w.r.t. � 2 D2
X.

An abstract channel has type DX! D2
X

Vbr[⇡,C], where br(⇡):= ⇡(x1) min ⇡(x2)

· D(·) — The type constructor which, given a metric space, makes the set of distri-
butions determined by the sigma algebra defined by the metric.

· ⌘ : T ! DT — The function which makes point distributions from inputs

· µ : D2
T ! DT — A function that “averages”, by summing the weights of similar

items of type DT .

From this we have the usual Kleisli commuting properties.

Define f †:= µ � D( f ) , where f : T ! DT .

f † � ⌘ = f , ⌘† = identity , ( f † � g)† = g† � f † .

�1  �2 := Vg(�1)  Vg(�2) 8 g 2 EX

C1  C2 := Vg[⇡,C1]  Vg[⇡,C2] 8 g 2 EX , ⇡ 2 DX

�  �0 := E(m,�)  E(m,�0) 8 m 2 CDX

E(m,C(⇡)) = Vm(C, ⇡)
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Abstract channels ... abstractly
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Leakage Measures on Abstract Channels

Channel over space {x_1, x_2}

Resulting hyperdistribution 
w.r.t. prior (x, 1-x)

6

variety of practical operational scenarios, including those where the adversary benefits
from guessing a value close to the secret, guessing a part of the secret, guessing a
property of the secret or guessing the secret within some bounded number of tries.
They can also model scenarios where there is a penalty for incorrect guesses.

3 Abstract Channels Capture the Essence of Leakage

For a fixed channel and prior, it can easily happen that distinct output values y, y0 in
Y give rise to the same posterior distribution on X. Furthermore, the output values y
make no di↵erence either: all that matters for any output y is its associated posterior
distribution pX|y.

The result of a channel, as far as leakage is concerned, should simply be a distribu-
tion on posterior distributions; following we call this a hyper-distribution.

Example 2. Returning to channel C from Ex. 1, we notice that its outputs y2,3 produce
the same posterior distribution, i.e. that pX|y2 = pX|y3 . Hence the hyper-distribution pro-
duced by C on ⇡ has only three columns rather than four:11

 
1/2 1/2
0 1

!

x/2 1�x/2
x1 1 x/(2�x)

x2 0 2(1�x)/(2�x)

C 1/2 15/36 1/12

x1 2/3 0 0
x2 0 3/5 1
x3 1/3 2/5 0

In this representation the columns are normalised, and are labelled
by their associated marginal probabilities: theY-values have been
removed. Note that the probability 15/36 of the middle posterior
distribution is found by adding p(y2) + p(y3), that is 5/18 + 5/36.

2

We capture these two abstractions in the following definition:

Definition 2 (Abstract channel). The leakage semantics of a channel matrix is the
mapping that it gives from priors to hyper-distributions.

We call such a mapping an abstract channel.

The following theorem reassures us that we have not abstracted too much.

Theorem 2. The usual leakage measures are well defined on abstract channels.

11 The block representation of a hyper-distribution has probabilities in its top row, rather than
Y-values.
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New results…



Leakage formulation now has (almost) the same form 
as the formulation for the Kantorovich distance 
between hyper-distributions.

!
Kantorovich distance.

Abstract Leakage.

Metric on         is the 
Manhattan distance: 
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|⇡1 � ⇡2|M := 1/2 ⇥
X

x2X

|⇡1(x) � ⇡2(x)|

|�1 � �2|K := max
h2LX
|Vh(�1) � Vh(�2)|
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|Vg(�1) � Vg(�2)|

In particular, a gain function g that gives gain 1 for guessing the secret correctly
and 0 otherwise makes g-leakage coincide with min-entropy leakage: it is thus a special
case. But gain functions can do much more. As explained in [?], they can model a wide
variety of practical operational scenarios, including those where the adversary benefits
from guessing a value close to the secret, guessing a part of the secret, guessing a
property of the secret or guessing the secret within some bounded number of tries.
They can also model scenarios where there is a penalty for incorrect guesses.
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Co-gain functions are 1-Lipshitz; this implies we have 
some immediate bounds given by the Kantorovich 
distance, and measuring between the point prior and 
the hyper-distribution made as a result of the channel 
leakage semantics.

Gain-function 
leakage
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In the special case that one of the hyperdistributions is 
a point hyperdistribution, the Kantorovich-
Rubenstein theorem implies that it is optimised!
by a co-gain (style) function. This makes the 
Kantorovich distance equal to the “abstract entropy 
additive leakage”. 
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In particular, a gain function g that gives gain 1 for guessing the secret correctly
and 0 otherwise makes g-leakage coincide with min-entropy leakage: it is thus a special
case. But gain functions can do much more. As explained in [?], they can model a wide
variety of practical operational scenarios, including those where the adversary benefits
from guessing a value close to the secret, guessing a part of the secret, guessing a
property of the secret or guessing the secret within some bounded number of tries.
They can also model scenarios where there is a penalty for incorrect guesses.
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3 Abstract Channels Capture the Essence of Leakage

For a fixed channel and prior, it can easily happen that distinct output values y, y0 in
Y give rise to the same posterior distribution on X. Furthermore, the output values y
make no di↵erence either: all that matters for any output y is its associated posterior
distribution pX|y.

The result of a channel, as far as leakage is concerned, should simply be a distribu-
tion on posterior distributions; following we call this a hyper-distribution.

Example 2. Returning to channel C from Ex. 1, we notice that its outputs y2,3 produce
the same posterior distribution, i.e. that pX|y2 = pX|y3 . Hence the hyper-distribution pro-
duced by C on ⇡ has only three columns rather than four:11

11 The block representation of a hyper-distribution has probabilities in its top row, rather than
Y-values.

7

|⇡1 � ⇡2|M := 1/2 ⇥
X

x2X

|⇡1(x) � ⇡2(x)|

|�1 � �2|K := max
h2LX
|Vh(�1) � Vh(�2)|

|�1 � �2|E1 := max
g2E1

X

|Vg(�1) � Vg(�2)|

[⇡,C]L := |[⇡] � [⇡,C]|E1

C1  C2 ) [⇡,C1]L � [⇡,C2]L

[⇡,C]L = |[⇡] � [⇡,C]|K

x1
x2
7!

 
p

1�p

!

C1  C2 := C1 = C2M , for some matrix M

In particular, a gain function g that gives gain 1 for guessing the secret correctly
and 0 otherwise makes g-leakage coincide with min-entropy leakage: it is thus a special
case. But gain functions can do much more. As explained in [?], they can model a wide
variety of practical operational scenarios, including those where the adversary benefits
from guessing a value close to the secret, guessing a part of the secret, guessing a
property of the secret or guessing the secret within some bounded number of tries.
They can also model scenarios where there is a penalty for incorrect guesses.

3 Abstract Channels Capture the Essence of Leakage

For a fixed channel and prior, it can easily happen that distinct output values y, y0 in
Y give rise to the same posterior distribution on X. Furthermore, the output values y
make no di↵erence either: all that matters for any output y is its associated posterior
distribution pX|y.

The result of a channel, as far as leakage is concerned, should simply be a distribu-
tion on posterior distributions; following we call this a hyper-distribution.

Example 2. Returning to channel C from Ex. 1, we notice that its outputs y2,3 produce
the same posterior distribution, i.e. that pX|y2 = pX|y3 . Hence the hyper-distribution pro-
duced by C on ⇡ has only three columns rather than four:11

11 The block representation of a hyper-distribution has probabilities in its top row, rather than
Y-values.

6

variety of practical operational scenarios, including those where the adversary benefits
from guessing a value close to the secret, guessing a part of the secret, guessing a
property of the secret or guessing the secret within some bounded number of tries.
They can also model scenarios where there is a penalty for incorrect guesses.

3 Abstract Channels Capture the Essence of Leakage

For a fixed channel and prior, it can easily happen that distinct output values y, y0 in
Y give rise to the same posterior distribution on X. Furthermore, the output values y
make no di↵erence either: all that matters for any output y is its associated posterior
distribution pX|y.

The result of a channel, as far as leakage is concerned, should simply be a distribu-
tion on posterior distributions; following we call this a hyper-distribution.

Example 2. Returning to channel C from Ex. 1, we notice that its outputs y2,3 produce
the same posterior distribution, i.e. that pX|y2 = pX|y3 . Hence the hyper-distribution pro-
duced by C on ⇡ has only three columns rather than four:11

 
1/2 1/2
0 1

!

x/2 1�x/2
x1 1 x/(2�x)
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C 1/2 15/36 1/12

x1 2/3 0 0
x2 0 3/5 1
x3 1/3 2/5 0

In this representation the columns are normalised, and are labelled
by their associated marginal probabilities: theY-values have been
removed. Note that the probability 15/36 of the middle posterior
distribution is found by adding p(y2) + p(y3), that is 5/18 + 5/36.

2

We capture these two abstractions in the following definition:

Definition 2 (Abstract channel). The leakage semantics of a channel matrix is the
mapping that it gives from priors to hyper-distributions.

We call such a mapping an abstract channel.

The following theorem reassures us that we have not abstracted too much.

Theorem 2. The usual leakage measures are well defined on abstract channels.

11 The block representation of a hyper-distribution has probabilities in its top row, rather than
Y-values.
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In particular, a gain function g that gives gain 1 for guessing the secret correctly
and 0 otherwise makes g-leakage coincide with min-entropy leakage: it is thus a special
case. But gain functions can do much more. As explained in [?], they can model a wide
variety of practical operational scenarios, including those where the adversary benefits
from guessing a value close to the secret, guessing a part of the secret, guessing a
property of the secret or guessing the secret within some bounded number of tries.
They can also model scenarios where there is a penalty for incorrect guesses.
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For a fixed channel and prior, it can easily happen that distinct output values y, y0 in
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make no di↵erence either: all that matters for any output y is its associated posterior
distribution pX|y.

The result of a channel, as far as leakage is concerned, should simply be a distribu-
tion on posterior distributions; following we call this a hyper-distribution.

Example 2. Returning to channel C from Ex. 1, we notice that its outputs y2,3 produce
the same posterior distribution, i.e. that pX|y2 = pX|y3 . Hence the hyper-distribution pro-
duced by C on ⇡ has only three columns rather than four:11

11 The block representation of a hyper-distribution has probabilities in its top row, rather than
Y-values.
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case. But gain functions can do much more. As explained in [?], they can model a wide
variety of practical operational scenarios, including those where the adversary benefits
from guessing a value close to the secret, guessing a part of the secret, guessing a
property of the secret or guessing the secret within some bounded number of tries.
They can also model scenarios where there is a penalty for incorrect guesses.

3 Abstract Channels Capture the Essence of Leakage

For a fixed channel and prior, it can easily happen that distinct output values y, y0 in
Y give rise to the same posterior distribution on X. Furthermore, the output values y
make no di↵erence either: all that matters for any output y is its associated posterior
distribution pX|y.

The result of a channel, as far as leakage is concerned, should simply be a distribu-
tion on posterior distributions; following we call this a hyper-distribution.

Example 2. Returning to channel C from Ex. 1, we notice that its outputs y2,3 produce
the same posterior distribution, i.e. that pX|y2 = pX|y3 . Hence the hyper-distribution pro-
duced by C on ⇡ has only three columns rather than four:11

11 The block representation of a hyper-distribution has probabilities in its top row, rather than
Y-values.
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1/2 1/2
0 1

!

x/2 1�x/2
x1 1 x/(2�x)

x2 0 2(1�x)/(2�x)

1/4 1/2 1/4
x1 1/4 1/2 3/4
x2 3/4 1/2 1/4


1/4 3/4

x1 1/4 7/12

x2 3/4 5/12

1/4 3/4
x1 1/4 7/12

x2 3/4 5/12

1/8 7/8
x1 1 1/7
x2 0 6/7

7/24 17/24

x1 1 7/17

x2 0 10/17

[⇡,C]

1/4 7/32 17/32

x1 1 1/7 7/17

x2 0 6/7 10/17

 
x

1�x

!

C 1/2 15/36 1/12

x1 2/3 0 0
x2 0 3/5 1
x3 1/3 2/5 0

In this representation the columns are normalised, and are labelled
by their associated marginal probabilities: theY-values have been
removed. Note that the probability 15/36 of the middle posterior
distribution is found by adding p(y2) + p(y3), that is 5/18 + 5/36.

2

We capture these two abstractions in the following definition:

Definition 2 (Abstract channel). The leakage semantics of a channel matrix is the
mapping that it gives from priors to hyper-distributions.

We call such a mapping an abstract channel.

The following theorem reassures us that we have not abstracted too much.

Theorem 2. The usual leakage measures are well defined on abstract channels.

7



|⇡1 � ⇡2|M := 1/2 ⇥
X

x2X

|⇡1(x) � ⇡2(x)|

|�1 � �2|K := max
h2LX
|Eh(�1) � Eh(�2)|

|�1 � �2|E1 := max
h2E1

X

|Eh(�1) � Eh(�2)|

E1
X ✓ LX ) |�1 � �2|E1

 |�1 � �2|K

E1
X ✓ LX ) |�1 � [⇡,C]|E1

 |�1 � �2|K

|[⇡] � [⇡,C]|G := max
g2GX
|Vg([⇡]) � Vg[⇡,C]|

|[⇡] � [⇡,C]|G = |[⇡] � [⇡,C]|E1 = |[⇡] � [⇡,C]|L

C1  C2 ) [⇡,C1]GL � [⇡,C2]L

[⇡,C]L := |[⇡] � [⇡,C]|E1

C1  C2 ) [⇡,C1]L � [⇡,C2]L

[⇡,C]E1L = |[⇡] � [⇡,C]|K

x1
x2
7!

 
x

1�x

!

C1  C2 := C1 = C2M , for some matrix M

x � x2

In particular, a gain function g that gives gain 1 for guessing the secret correctly
and 0 otherwise makes g-leakage coincide with min-entropy leakage: it is thus a special
case. But gain functions can do much more. As explained in [?], they can model a wide
variety of practical operational scenarios, including those where the adversary benefits
from guessing a value close to the secret, guessing a part of the secret, guessing a
property of the secret or guessing the secret within some bounded number of tries.
They can also model scenarios where there is a penalty for incorrect guesses.
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C1  C2 := C1 = C2M , for some matrix M

x � x2

In particular, a gain function g that gives gain 1 for guessing the secret correctly
and 0 otherwise makes g-leakage coincide with min-entropy leakage: it is thus a special
case. But gain functions can do much more. As explained in [?], they can model a wide
variety of practical operational scenarios, including those where the adversary benefits
from guessing a value close to the secret, guessing a part of the secret, guessing a
property of the secret or guessing the secret within some bounded number of tries.
They can also model scenarios where there is a penalty for incorrect guesses.
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What is the maximal leakage, and where does it occur?

Optimal at uniform prior: the leakage here dominates!
all other leakages whatever the initial gain function.

Moreover, for all 2 x M channels, the optimal leak 
always occurs at the uniform prior.



For 3 x M matrices, the optimal does not always occur at 
the uniform prior.

Optimal occurs at !
(0.44,0.09,0.47)



Where next…
!
✦ Define an “Abstract Channel Additive Leakage” 
measure as an independent measure of the channel.!
!
✦ Solve the optimisation problem of finding the prior 
that maximises the Abstract Channel Additive Leakage.!
!
✦ Develop algebras and semantics for Channels by 
utilising the Giry/Kantorovich perspective;!
!
✦ …


